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A TOTALLY INTERGRATED I.C.T 
SERVICE LEVEL AGREEMENT CONTRACT 
WITH A LEASE CONTRACT 
FOR HARDWARE PROCUREMENT 


For 



Client: MADIBENG LOCAL Municipality 

(Hereinafter referred to as "the Client”) 

this SERVICE LEVEL AGREEMENT DEFINES the SERVICE LEVELS to BE PROVIDED to MADIBENG LOCAL MUNICIPALITY 

BY FLAME (T STRATEGY REFERRED TO AS f FLAME"). 

UNDER THIS CONTRACT ANGREEMENT 


SERVICE LEVEL AGREEMENT NUMBER: mlm - IT - 03 - 2015/A2015 
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Service Definition 


Flame IT STRATEGY will provide integrated Hardware Networks and Software Maintenance and Mcrosoft 
Services Support to the Local Municipality of MADlBENG as per the contract agreement 

Technical Support 

FLAME it STRATEGY Will provide MADlBENG Local Municipal ty w’h techncal support on the above- 
mentioned I C T platforms 

FLAME it STRATEGY uses commercially reasonable efforts to maintain a standard response time to technical 
support issues This response time will depend on the comp*e«iy of the problem and support request volume 
The Techncal Support Department assigns the highest pnonty to customer problems related to network and 
server unavailability The estimated time to respond does not apply to problems that 'equ^e ei tens' ve research 
and testing 

Billing Disputes 

FlAME it STRATEGY must receive notice of billing disputes within suty .SO days of the date MADlBENG Loca 
MuocipaMy was irvoced for the Se*vces or MADlBENG Local Muncipaity sha* be deemed to have accepted 
such charges 

Custom Configuration 

Requests *or modrfcatcn to the standard configuration wvi be considered on a case by case basis Approval o' 
such modifications win be at F^AME T STRATEGY $ sole discreton FLAME T S^RA^EGy does not gua'artee 
ary particular resuf hom non standard configurations nor can it be hed '.atue n a^y way for Service 
performance changes or 'an res Whch resut from non standard configurations 

Additional Services 

MADLBENG Local Murvopa ty may request FLAME T S"RA’EGy to perform professional servces on a time 
and matenais basis The r equest shall mckide a deta ed descnpbon of won and the author; ed amount of time 
m hourfy increments to perform the won FlAME T STRATEGY may evaluate and revise the 'equest including 
the estimated njmber of hours to perform the won* and reserves the nght m its sole discretion to decline any 
'equest The servces shall be performed at FlAME T STRATEGY s standard published 'ates provided that any 
emergency se^ces that requ> r e commencement within 24 hours shall be charged at 1 5* FlAME iT 
STRATEGt s standard published r ate FlAME IT STRATEGY * l jse commerciai'y reasonable efforts to 
perform requested services However it does not guarantee any partcuiar result from performance of services or 
make any representations or warranties regarding such servces nor can 1 be held liable n any way including lor 
any credits) for Servce performance changes or faiiu'es whch resjlt from performing tasks requested by 
MADlBENG Local Municipality 
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Maintenance 

Scheduled Maintenance 

To ensure optimal performance and security of the Services FlAME IT STRATEGY will routinely perform 
maintenance on a regularly scheduled basis within its published maintenance windows This may require specific 
Services to be suspended during the maintenance period FLAME IT STRATEGY schedules maintenance 
windows according to its polices which are available upon request Servce unavailability due to scheduled 
maintenance will be eiciuded from MADlBENG Local Municipality jptime catcuiatons for a.a aC ty FlAME T 
S t RATEGY will use commercially reasonable efforts to notify MADlBENG Local Municipality n advance of any 
scheduled maintenance that may adversely affect MADlBENG Local Municipality Services 

Emergency Maintenance 

Under certain circumstances ^LAME T STRA T EGY may need to perform emergency maintenance sjch as 
security patch installation or hardware replacement FJLME iT STRATEGY will not be ab*e to provide 
MADlBENG Local Municipality wtn advanced notce m case o< emergency mamtenyice Service unavailability 
dje to emergency maintenance will be excluded from the uptime caicuiabons 

Hardware Replacement 

c lAME IT STRATEGY wui jse industry standard practices to determ. ne whether network and server hardware s 
functioning properly and will upon authon^aton by MADlBENG Local Mjncipaiity 'epiace non fjncton.ng 
hardware with similarly functioning hardware and wui be 'e.mpj'sed by MADlBENG Local Munopatty for suer 
replacements The signed and dated Eqj<pmert contract 

{EQUIPMENT SUPPLY CONTRACT AGREEMENT NUMBER MlM • IT . 03 - ?01S B2015) sha« be used for 
all purchases. FlAVE IT S^RA^EGY shall jse commercially 'easoratfe efforts to implement hardware 
-epiacement w(Nn tour hours from the time the problem is identified m tv case wV'e this time is eiceeded 
the eicess downtime is counted agamst the Se*vce Ava iab ty C^ t 

Service Availability 

Uptime 


►LAME iT STRA EGY shall provide at least 99 999'» Service Availab ty measured on a per calendar month 
basis Servce Availably s defined as the ability of a user on MADlBENG Local Municipality ICT infrastructure 
to access ICT services via h« or her authored account provided that MADI6ENG Local Municipality account .$ 
active n good standing and enabled Unavailability caused by issues beyond FLAME IT STRATEGY s 
reasonable control, including denial of servce or similar attacks, mad bombs DNS resolution Domain Name 
e«piraton Internet availability. SYN attacks and other events or any other Force Manure event will be eiciuded 
from Servce Availability calculations 



is nut. a «///>/( / v rrofti stum /. in it u./tftMisr 


4 


21 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 

3 


Network and Server 

Software Configuration 

FLAME IT STRATEGY will e«ercise industry standard practces to ensure that all pre installed software is 
correctly configured In case there is rnore than one way to configure the software FLAME IT STRATEGY will 
choose the conhguraton it determines in its sole discretion to be the most appropriate 

Patches. Updates and Service Packs 

FLAME it STRATEGY will use commercially reasonable efforts to promptly install security patches updates and 
senrce packs Software updates may change system behavior and functionality and as such may negat've'y 
a^ect the Sendees purchased by MADlBENG Local MuncipaMy FLAME IT STRATEGY cannot foresee nor can 
T be responsible *or service disruption or changes m functionality or performance due to m pie mentation of 
software patches and upgrades if such disruption or changes occur FlAME IT STRATEGY will use 
commercially reasonable efforts to 'emedy the situation as soon as possible after being notified of the problem 
by MADlBENG Local Muncipality 

Required Upgrades 

P LAME T STRATEGY may be 'equ r ed by its soNna'e licensors to upg'ade MADlBENG Local Muncipality tc 
the atest nelsons of the software Lcensor required upg'ades will be pedormed at 'eievyM costs and upon 
'easonabie notce to MADlBENG Local Munopanty 

Incompatibilities 

Flame it STRATEGY IS not -esponsibie for problems that may anse *rom ncompaM> ties between new 
rersons of the softwa'e and MADlBENG Local Mumcipa ty content •ega'diess of whether t was a 'equested 
'equired or a discretionary upgrade Nevertheless FLAME T S’RA’EGy w l use comme r oai‘y 'easonabie 
efforts to assist MADlBENG Local Muncipaiity m finding a sc^uton at standanl costs 

RESOURCE ALLOCATION 

The resources will be site based and reports to the MADlBENG Local Municipality offices on da y basis 
dunng working hours and on standby for a*ter hour support They will on da> y bases ensure that the 
support is provided 

On-Site Organogram 


Helpdesk 
(1* Line 



Field Support 
(2 nd Line 


IT MANAGER 
— - 


System 

Administrator (3' 1 
Line Support) 
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Skills 

Number 

Helpdesk coordinator 

2 - Full time 

Filed Support 

4- Full time 

System Administrator 

1- Full time 

Site Manager 

1- Full time 

Microsoft Solutions developer 

1 - AdbOC 

Secunty consultant 

1 - AdbOC 

Project Manager 

1 - AdbOC 

Storage and data 'ecove'y 

2 - AdbOC 

specaitst 



Service offering: 

ElAME iT STRATEGY tb'ougn tne above 'esources wiM be ab*e fo provvde me toicw ng se'vces 
contractual bound by tbe SlA contract 

"be se'vxtes will be as »ol*ows 

• Mcroso*t Migraton Services to new pattorm 

• General Network and Serve- mce Senncepac* 

• Configuraton and Maintenance of all Mcrosoft Platforms 

• E vent log morotonng 

• Active Directory configuration and maintenance 

• Microsoft E*cbange configuration and ma tl 

• Data Retention and Back jps 

• Remote access via VPN for urgent support incidents 

• Momtonng all servers for pro active maintenance 

• General desktop support 

• Antivirus configuration and management 

• General network configuration maintenance and support 

• Capacity planning and management 

• Agreed project work (Small to Medium sized projects billed separately) 
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• Consulting servces 


Flai/E t STRATEGY s consultants 
Specialists servces on adhoc basis 


M>o are specialists on particular ICT ^KJs and training «,|| p, 0 v*Je 
on the following senses on a case by case basis or on a preset bas* 


SAN Storage and Servers 


V Paf1s arHl labof and onsite maintenance services covered 


DNS & DHCP support 

' Active Directory DNS configuration and support 
v DhCP and DNS management and supporl 

t^,p iP servces management of state and dynam< services 


facilities and environmental control 

v ^ compkance aud't ng of pnyscal mfrastructu'e 
v - T server room environmental complice 
* - T compkance ajditmg of logcal citrastn/cture 
' p o«r bac* up and 'etcuiaton 

ADDITIONAL . v'ORK TO BE DONE ONSITE BY OUR STAFF 

HELPDESK IMPLEMENTATION 


2 T> SG 4 ICT 10 t * 9 ' n “ “• "“«* « "w. s*» 10 *» bums ana 

* ' musl * n! ' a " wl mannM a "d "'aoagert Calls most be *«l assigned lo 

engineers and resolved wrt Tim a given tiTie penod 

* *! ,nal inl °™at«> to customers ana tecnncal 

s-owems by Pawling Support ana .ntonnatwi To expense It* preductivity ol users as™ CT 

£T*Z , WD ' 8ENG ^ 1 » I « - ■ - — ana ertecj Laos ,o ZZ L 

c,*s.,onsand solve the,, problems « Helps lorees oga-wato* lo evaluate me,, passes pnoews 

* ** ■*'” b,,,9e ^ C ' ea '« ^an-nenia, collabo, abort ana 

cooperation by shanng a common support database 

To enable incidents and requests lo be dealt with quekly and effectively 
To ensure that an incident only requires reporting once 

To ensu'e that :hose proving techneal support understand the details to enable them to 
resolve moments as quckly as possible 

S, ,? ms a ' e ? ,un " 1 " 9 even ' “"'r 3 tem P° faf y repair bu, lo ensure it ,s f„ea 

completely within a specified time 

To gel best value lo, money torn Ihose provxbng lechnaal support by proving goort quality 
information about incidents and requests 

To ensure that requests meet the MADIBENG Local Mumcip 
purchases are approved through the agreed processes 
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*■ To report on trends common incidents and the-r resolution to the staff that * f xJs them heipful 

v To support information to MADIBENG Local MuneipaLty managers on ICT areas that requ^es 

more attention or eipenditure 

EXCLUSSIONS FROM THE SLA CONTRACT PRICING BUT INCLUDED ON THE OVERALL 
CONTRACT ROLLOUT AS PER ICT STRATEGY AS ADDITIONAL SCOPE 

T ne folio ^ng have been included on the pricing on tne mam contract 

"nese a’e 

t SERVER ROOM CLEAN UP ANO ENVIRONMENTAL ASSESSMENT 

VADiBENG Local MuncipaMy currently does not have a functonai sever 'oom Thrs w \ need to be 
boil from nothing and afresh Tnee is a certain acceptable standard that the sever room must adhe'e 
to and the standard mil nciude some 'equ'ements to it wh< h wood satisfy the audlor gene'a s audit 

Scope of work would be classified as follows 

* Power etc jfatmn and bac* up assessment 
r c t suppresson assessment 

v Access Control 
f Parsed Vkxs 

Re cabi ng the enfebu'dings to new standards 
v Alarms smoke detectors and at conditioner assessment 
v Connect’v-ty to the 'emote stes and r egonai stes 

✓ A cenhaved and cenhai'y contro ed Unmtemuptat*e Power Supp»y i UPS 

* Remote ndcaton of martunctons hardwa r e and so*twa'e 

* Development of a call Centre system and the hard wa'e pus software .censes tr®rmg and 
deveopment mtegrabon to the ether systems 

v GlS project would be deveoped irom nothing and be '•teg'a'ed nto the financial system and ca 
Centre system 

Phase 02 scope of work 

t Disaster recovery plans equipment and s te set up costs and maintenance 
v Informaton cycle management and data store and arch ve infrastructure 
*r Busmess contmj ty p*ans the test mg thereof process e. a uatons equipment needed 

✓ Training on systems ICT capacty bu >ding 'etenton of *ey CT s* s deveopment of po'ces a'd 


pnxedu'es 


NB these projects would be done n each of the sted phases n the conhact years FlA’.'E IT 
STRATEGY wojkJ do the work as per the contact and the scope of work document and bil ’or t 
separately 


/ 
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2 SOFTWARE LICENCES AND PAYMENTS 

MADIBENG Local Municipality s ICT department already nas a vendor for the icenses lor 
Microsoft platforms virus management and backup and restore As such they have requested 
that this part of the business be left out of this SLA T ney will source these icenses from the 
vendors that they deal with currently and provide these icenses lor us 

1 T he total spectrum of icenses will cover 

a Mcrosoft - used lor all server and desktop operating systems and appicatons 
b Symantec end point - used lor all virus and spyware and overall gateway security lor ail 
connections info systems and protecton aqamst all nterceptons and phishing attacks 
c Backup eiec - used lor ail systems data backup and restore functionalities 
d v Mware licenses - A powerful tool to virtualize you server resources and aggregate 
them mto togcai pods for allocation of multiple workloads 

ADDITIONAL WORK TO BE DONE ONSITE BY OUR STAFF 


1 NETWORK CABLE MANAGEMENT 

2 RACK OPTIMIZATION 

NETWORK MANAGEMENT 

* Devce Avaiiadkty 

v Critical Appicaton Servce Status 
v Disk Utilization 
v Memory Utikzatcm 

Response Time Momtonng 
v Server hearth check and analysis of • ey trends 
k Critical Alert Notification 

* Asset Tracking 

* Remote Access t th>s ,$ a project on its own that 'equ es new ha'dwa'e and process flow n 
order for it to begin to take shape 

NETWORK AND SERVER ROOM ASSET MANAGEMENT 

Is a systematic process of operating maintaining and upgrading assets cost effectively a I ICT assets 
that are of value are monitored and maintained Ensure that assets a'e tagged and register for record 
keeping and referral 

DEVELOP / UPDATE SOME OF THE ICT POLICIES 

H is important that all MADIBENG ICT staff understand that their sjccess is dependent upon the 
mtegnty of all their users who uses their ICT resources These pokes will assist m establishing the 
following and more 


✓ 

✓ 


To establish MADIBENG Local Municipality Protocol for Information Secunty 
Help identify and prevent the compromise of Information Secunty and the misuse of MADIBENG 
ICT resources 

To protect the reputation of the MADIBENG 
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Call logging Eligibility Eiceptions 

A cad Mill not be togged of issued n the flowing circumstances 

✓ The downtime Of hardware failure -s caused by Customer of parties authored by ustomer to use e 
servce 

✓ Customef is past due at the time the downt me of hardwaro failure occurs 

✓ The downtime of hardware failure « due to a failure of power faoM.es equipment systems or senses not 
provided owned or managed by FLAME IT STRATEGY 

✓ The downtime or hardware failure « due to a failure of third party serv.ce to FLAME IT S T RATEGY 

✓ The downtime or hardware Mure <s due to a failure of application software or operating system ’amre 

✓ of s caused by rna» r *e n a^ e 

✓ The downtime or hardware f»Hre * due to hacker actvTy a denial of servce attack or any other maicous 
event targeted at FLAME IT STRATEGY the FLAME IT STRATEGY network of a FLAME IT STRATEGY 

customer 

v The downtime or hardware f»ture « due to a failure of any network or infrastructure not owned of managed 
ty FLAME IT STRATEGY 


Customersha# nothordths Sen.xe evel agreement response n connect on With any Mure Of dehoency c* 
c js!o rr ^ f s r*ft*y* caused by cx associated 

. 'tfcumstances beyond reasonable control mcfudmg without kmrtaton acts of any govemr • 
tod, war nsurrecbon sabotage embargo ‘Acts of God* he Fr* \>od earthquake tornado 
etc i stnke or other ator disturbance mtemjpton of or delay m transportation una.a aWity o 
■ntemjpton of de i ay m telecommunications or third part, sendees fai'jre of r ’d pad, sc*-wa'e or 
nabMy to obt»n raw matenars supples or power used m or equipment needed tor proviso* oi 
the Se*vce i.evei Ag'eeme*t 

• Telco Farfureue cable theft or cutbng of a fiber hne somewhere' 

. Backbone peenng pomt issues 0 e having a router go down that wipes out internet sennee tor the 
entire crtyi 

• Scheduled mantenance for hardware software upgrades 

. «»dware fa^(«au«y hardware is rare but cannot be predicted nor avorfedi .VeutMve or v 

name b'and hardware of the highest quaty and lerkormance 

. Software bugsflaws i E»p*o»ts and bugs may develop that cause .ofdow 

• Network floods hacks attacks from outside parties of individuals 

. Failure ' • r of any monitonng or measurement system 

. • s acts or omissons. including without hmitatK f • Jhfl*nce willful m-sccv t . ' • - c 

other servcefS) m breach of FLAME IT S T RATEGY Pofcy and Servce Gudei nes AUP> by 
Client or ethers authorized by Client 

Costing: ... „ 

SLA is payable monthly in advance from date of signatures from both parties authorized to sign off 
on this contract 

Contract Escalation Terms 

Clause There shall be a 10° * year on year escalation percentage to the total monthly price starting on the 
01 01 2016 month billing invoice m year 2016 continuing forthwith on the months that shall follow be parties 
intend this agreement to be a binding contract and not an offer to enter into a contract at a later date he price 
determination will take place as set forth by the applicable agreed percentage escalation herein 
NB Please see our pr,ce anneture as ottai hed m schedules at the end of th,s cotrac f 
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✓ ,Ve assume that the licenses tor the software being rotted out will be procured and the license *eys 
verified supplied to us for use on protects and management of SLA on time dunng the duration of this 
contract 

✓ ,%e assume that the office space has already been allocated for our team and we wood be Jti'i/ing 1 tor 
our offce accommodation tor the duraton of this protect 

✓ Ae assume that the e»tstmg techncal staff woo'd stiH be deployed and utilized as part of the overall ICT 
team 

✓ Ae assume that parting and the necessary e^try clearance access control woo'd be done before we 
get to sit 

SLA Eiclusions 

✓ The overa i financial systems softwa'e and censes has beer - ' e«duded from the pnong as 1 'S not 
our *ey competence and the^e is an e«istmg contract w , th the sendee provider "he client w 
continue with the current contract 

✓ The document production machines are eicuded photocopy's pnnters scanners fares etc 
The client w I continue with the current contract 

✓ GiS^-andware and software procurement and support has been e*t out of the pnc ng of tn-sScA 1 

will be a special protect once the budget has been approved *or 1 
c Route's and the internet hnes have been eic'uded and win be covered by MADiBENG 

✓ Disaster recover pians equipment and s te set up costs have been e*c uded t w n be a spec a 
project but the contract allows for a scope of wo* to be done on it once the budget becomes 
avaiiab«e 

v -formation cycle m^-agement and arch ve in^asthictu'e has been eiduded due to budget put the 
contract a'cws for a scope of nor* to be done on it once the budget becomes a. a at>e 

✓ Business continuity plans process evauatcms equipment needed have been eiduded but the 
contract allows for a scope cf wo* to be done on it once me budget becomes a»anab<e 

✓ Connectivity to me 'emote vtes and 'egonaf s-tes have peen eiciuded due to budgetary 
constants but the contract allows for a scope of wo* to be done on it once me budget becomes 
a«aiab«e 

✓ T'a>n ng on systems development of pomes and procedures has been eiduded due to budgetary 
const'a^ts This would be ccve'ed once 't has been property budgeted ‘or 

(The above forms pari of the Out of scope work fo be done later on and billed separately on a 
separate invoice as it is a separate project Depends on the budget allocated it them by thel 

1 MONTHLY RATE FOR THE SLA SERVICES 

The monthly rental 'ate the SLA ;s [R 509 990 40 INCLUDING VAT] a' d shall tie pad in advar e n 
nstallments of [R 509 990 40 INCLUDING VAT] each month beginning on |05 01 2015] and on the 
f rst day of each succeeding month throughout the term he'eof [BY MEANS OF A CHEQUE OR 
ELECTRONIC TRANSFER), or at such other place as Lessor/ FLAME IT STRATEGY may designate 
from time to time Any installment payment not made by the [7]’ day of the month shall be considered 
overdue and m addition to Lessor/ Fl AME IT STRATEGY'S other remedies Lessor/ FLAME IT 
STFtATEGY may levy a late payment charge equal to (10 o) per month on any overdue amount 
There shall be a 10% year on year escalation on th-s price starting on the anniversary period of the 
signing of this agreement and continuing thereon as per the .igreement 


Terms 


The client hereby ag r ees that the Monthly Service Level Agreement is payable m advance on or before the i of 
the month for the following month starting on the 05/01/2015 and running for a period of 3 years and shall 
be renewed for an additional 2 years after that, should the services provided by FLAME IT STRATEGY be J 
deemed necessary and essential by MADIBENG at that stage 
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Banking detail* will be prowled per mvoce for the payment Mor-th'y m voces wi combine St ~ as i as a' y 
additional hours wo^ed for in the previous month 

The client shal always sqn the call sheet of the f«<d engineer at the time of amval .is well as time of departure n 
order to confirm amount of hours spent on site 


Contract Escalation Terms 

Clause The'e shall be a 10*. year on year escalation percentage to the total monthly pnce starting on the 
anniversary month which « 01 01 2015 continuing forthw th on the months that shaH follow The parties intend 
this agreement to be a boding contract and not an offer to enter into a contract at a later date he pnce 
determination will take place as set forth by the appicab* agreed percentage escalation herem 


Additional Services 

FLAME T STRATEGY provides forensc services as we'i as surveillance options for clients that suspect the 
abuse or 'egai access of ther computer equipment Such sennces are not pad of this sennce level agreement 
but can be supplied as and when r eqj "ed on a case by case basis and on quotation basis 


Terms & Conditions / Definitions 

recitals 

Thrs Ag'eeme' , t sets forth the terms and conddons jnder VADiBENG LCX A L '.'jN ■ e i> provide 

FlAME T STRATEGY wthcedam Equipment under ba-ment and FLAME TSTRATEG’ * prowde cedar 
support se-vces to MAOtBENG LOCAL MUNICIPALITY on specked FLAME T STRA’EG’ prem-ses 
*o 3 S *FlAM 6 T S EG^ Loc-dto s> 

WHEREAS flame IT STRATEGY s des -ous and capatve o< prowl ng suppod sendees lor cedam MA^.BENG 
LOCAL MUNICIPALITY Prowled Eqj'pment which interconnects to c lAME T S*RA' , EG y bansmsscn 
se*vces and 

WHEREAS MAOfBENG LOCAL MUNICIPALITY des 'es to have *he Equipment supported by FLAME 
STRATEGY m a designated podon of cedan FlAME IT STRATEGY Network location , S i as set fodh ,n E«h.M 
A of th* agreement (hereinafter 'e*e~ed to as the ‘Locaton and Equipment Summary* i whch is attached hereto 
a'Xl ^d(3e a pari ^e r eof a'xl 

.VHEREAS MAOtBENG LOCAL MUNICIPALITY and FLAME IT STRATEGY he'e nader ^*ened to 
cumulatively as the ‘Pad.es* and smguiarty as the *Pady*| have agreed on the terms w^-ch Shalt govern the 
bailment and support of the Equipment as set ‘odh n E.^bd B of this agreement hereinafter -efe-ed to as me 
•Statement of Work*), whch « attached hereto and made a part hereof and as set forth n ExhiM C of this 
agreement (hereinafter referred to as the ’Non Recumng. Supply contract pncrng and Monthly Recumng SLA 
Pncmg Summary*) whch is attached hereto and made a pad hereof 

NOW THEREFORE m consideration of the mutual agreements and promises contained herein and tor other 
good and valuable consideration the receipt and suffcency of whch is hereby acknowledged the Pad.es agree 
as follows 


V 



0 


\ 


i\n*<>mnnn t si n-om smtiu mu u.A/rw/w 


14 


1 UNDERTAKINGS 


A MADIBENG LOCAL MUNICIPALITY will provide tor the ms*Je denvery of me Equipment al the FlAME IT 
STRATEGY Network location's) as specified n the Location and Equipment Summary wth proper and 
timely notification as specified >n the Statement of Wo* 

B FLAME it STRATEGY wii install manage maintain the Equipment at the UADIBENG LOCAL 
MUNICIPALITY S Network Locaton>s) as specked >n the Location and Equipment Summary m 
accordance wth FLAME IT STRATEGY and Industry standards and practices as spec Ned n me 
Statement of Work 

C P LAME iT STRATEGY « i connect me Equipment to FLAME IT S t RATEGY servees al me MADiBENG 
LOCAL MUNICIPALITY Netwo* Locators' as specked >n me Location and Equipment Summary in 
accordance wth p LAME IT STRATEGY standards and practices as spec Vd m me Statement of Wo* 

D FlAME it STRATEGY win hord me Equipment m bailment for use only at me MADiBENG LOCAL 

MUNICIPALITY s Netwo* Locator*. s> as spec *ied >n me Location and Equipment Summary and on'y ky 
me purposes contemplated herem 

E During the terni of me ba*nen< FLAME IT STRATEGY shall provide space power test.ng environment 
and other support services for the Equipment as set forth m me Statement of Work and FlAME T 
S t RA t EGY shall have no other responsibility for me Equipment 

f FlAME T STRATEGY shall cooperate f u!’y wth MADiBENG LOCAL MUN ClPAi T> n me provson of 
these support services and agrees to perform those activities identified as FlAME T S’RA’EGY 
Responvb*i ties m me Statement of Wo* 

2 TERM AND TERMINATION 

A T he initial term of this Ag'eement shall commence on the [OSrOl '2015]. shall continue for a pe f cd of 

[THREE 3 y RS) yea's and men shall term nate on OS/01/2018] and m«ii tw '*n*w*<j *or in additional 2 
r«t’i ahar that, should th« t«n ett provided by FlAME IT STRATEGY t>* deemed necessary and essential 
by MADiBENG at that stage 

B This Agreement is Pndmg amen executed by MADIBENG JXAL MUNICIPALITY and subsequent y 
accepted ty FlAME iT STRATEGY and once accepted by FLAME IT S T RATEGY the -ates and charges 
provided n this Agreement * I be effect .e from me first day of the next t: mg cycle fo#owmg MADIBENG 
LOCAL MUNICIPALITY s signature da‘e the 'Eftect-ve Date*) 

C Either Party may teammate this Agreement foi«c- w ng the giv °g of [90 DAY] calendar days poor w f tten 
notce of termination to the other Party 

D If MADiBENG LOCAL MUNICIPALITY term -ates this Agreement pnor to the e*pirat>on of me in tial [3 
YEARS] year term. MADIBENG LOCAL MUNICIPALITY will pay FlAME IT STRATEGY the remainder of 
the contract s months or years left of the signed and dated penod of expiry of this agreement n add *on to 
ail other charges due. per FLAME IT STRATEGY Network Location which amount shall represent 
quidated damages that MADIBENG LOCAL MUNICIPALITY agrees are reasonable 

E MADIBENG LOCAL MUNICIPALITY shall remove its Equipment from the FLAME IT STRATEGY Network 
Locaton(s) within [90 days] calendar days of the termination of this Agreement and if MADIBENG LOCAL 
MUNICIPALITY fails to do so FLAME IT STRATEGY may tseif remove the Equipment and store the same 
at MADIBENG LOCAL MUNICIPALITY'S expense and at MADIBENG LOCAL MUNICIPALITY'S sole nsk 
Any expenditure by FLAME IT STRATEGY for the removal and storage of the Equipment shall bear 
interest at the lesser of [25 c e] per annum or the maximum rate permitted by law 
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F rights and duties 'n Article D ‘Warranty and Liability’ shal surv .e the termination of this Agreement 

3 FINANCIAL PROVISIONS 

A MADIBENG LOCAL MUNICIPALITY shall pay FLAME IT STRATEGY a non recumng tee tof Site 
Preparation Additional AC or DC Power Circuits and Circuit Interconnection at each of the FLAME IT 
STRATEGY Network Locations) as set forth in the Non Recumng and Monthly Recumng Pricing 
Summary 

B MADIBENG LOCAL MUNICIPALITY shall pay FiAME IT STRATEGY on a monthly recumng basis for 
Location Management Fee.si an Unmtemjptabie Power Supply (UPSi for [20kva OR OTHER) AC Power 
Circuits and for FlAME iT STRATEGY First Level Maintenance Support at each of the FlAME IT 
STRATEGY Network Locational as set forth in the Non Recumng and Monthly Recumng Pricing 
Summary And MADIBENG LOCAL MUNICIPALITY shall pay for the equipment mantenyice and network 
jptime penod fees due to FlAME IT STRATEGY as per their schedue of 'ees in the SLA contract 

C MADiBENG LOCAL MUNICIPALITY sha« pay FLAME T STRA T EGY a one time charge of R50 000 per 
circuit when at the MADiBENG LOCAL MUNICIPALITY'S request FLAME IT STRATEGY provided 
cabfng is added moved or changed ater the initial Site Preparaton work listed m the Equipment and 
Locaton Summary rs completed by FlAME IT STRATEGY This charge rs n addition to any other charges 
speohed m the applicable tanl or contract from the entity from which the facility or service ■$ obtained 

D For equipment moves made pursuant to ‘MDiBENG LOCAL MUN CiPAliTYs request MADiBENG 
LOCAL MUNICIPALITY shall pay for each unit of Equipment if this is moved to a different locaton wm r 
the same FlAME IT S t RATEGy Network Location after the initial Site P'eparaton woni listed m the 
Equipment and Location Summary is completed by FlAME T STRATEGY MADiBENG LOCAL 
MUN ClPALlTY shall not use any other service provider to do this work Wthout the first nght of re'usa 
bemg given to FLAME IT STRATEGY who hold that nght m this contract as equipment monitors and 
maintenance providers 

E MADiBENG LOCAL MUNICIPALITY shaM pay direchy or reimburse FlAME T STRATEGY as appicabe 
for ail ta»es duties and similar liabilities whch may *esu1 from this Agreement or any support sendees 
specified hereunder exclusive of taies based on FlAME IT STRATEGY'S net income 

F Ail mvoces shall be due and payable m [RANDS) withm [30 DAYS] calendar days upon -eceipt as set forth 
n the Non Recumng and Monthly Recumng Pricing Summary 

4 WARRANTY AND LIABILITY 

A FLAME it STRATEGY warrants that its undertakings hereunder shall be performed m a professional and 
workmanlike manner and that it will provide Support Servces in accordance w th this Agreement 

NO OTHER WARRANTIES ARE EXPRESSED OR IMPLIED INCLUDING BUT NOT LIMITED TO 
ANYWARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE 

B MADIBENG LOCAL MUNICIPALITY warrants that it has the unrestricted nght to p ace the Equipment at 
FLAME IT STRATEGY’S Location(s) listed m the Location and Equipment Summary 'or the term of this 
Ag'eement 

C FLAME IT STRATEGY shall NOT be deemed negligent, at fault or liable m any respect to the other for any 
delay, interruption or failure in performance hereunder resulting from fire, flood, water, the elements 
explosions, acts of God war. accidents, labor disputes, stnkes. shortages of equipment or suppliers 
unavailability of transportation or other cause beyond the reasonable control of the Party delayed or 
prevented from performing 



D Except to the extent the same is caused solely by the gross negligence or wiltful misconduct ol FlAME it 
STRATEGY its authonzed agents or employees MADIBENG LOCAL MUNICIPALITY shall indemnity and 
hold harmless FiAME IT STRATEGY its agents contractors and employees from and agamst any and aH 
claims liability damage toss or eipense i including attorney's fees) including m)ury or death to persons or 
damages to property, both real and personal which may anse out ol (a) the presence ol MADIBENG 
LOCAL MUNICIPALITY'S unit(S) ol Equipment employees, contractors or agents on FLAME IT 
STRATEGY’S premises (b) the installation operation maintenance or removal ol the MADIBENG LOCAL 
MUNICIPALITY'S umt(S| ol Equipment from FlAME IT STRATEGY'S premises (C) any inherent defects m 
the MADIBENG LOCAL MUNICIPALITY'S umt(s) ol Equipment 

E MADIBENG LOCAL MUNICIPALITY shall indemnify and hold harmless FLAME IT STRATEGY ts agents 
contractors and employees from and agamst any and all claims liability damage toss or expense 
including attorney's fees) including mjury or death to persons or damages to property both real and 
personal which may anse out of the negligent or intentional acts or omissons of MADIBENG LOCAL 
MUNICIPALITY its agents employees or contractors 

F FLAME it STRATEGY Shall not be iiaMe tor ary damages to the Equoment for any reason except to the 
extent the s*ne is caused solely by the gross negligence or wiitful misconduct of FLAME IT STRATEGY 
its authorized agents or employees promded however that n the event the Equipment whue m the 
possesson and control of FLAME IT STRATEGY is either tost or so damaged as the result of F lAME T 
STRATEGY'S gross negligence or willful misconduct the maximum liability of FlAME T STRATEGY for 
sato Equipment shall not exceed the replacement value of the Equipment m a dismantled state if repairs 
are impractcabie or n the event sad Equo^ent is repairable the costs to repair damage thereto 

G in no event shall either Party be liable to the other tor any indirect ncdentai specal or consequential 
damages including toss of -even ue and profits even if aware of the possibility thereof 

H Notwithstanding yiythmg to the contrary in this Agreement FlAME IT STRATEGY'S liability to MADIBENG 
LOCAL MUNICIPALITY tor any ^eason and upon any cause of acton or claim m contract or tod including 
without hmitaton breach of this Ag-eement or any warranty hereunder "egardiess of form of acton shai 
not exceed the lesser of direct damages proved or (NUMBER) months Location Management Fee 

I THE LIMITATIONS SET FORTH IN THIS ARTICLE D APPLY TO ALL CAUSES OF ACTIONS OR 
CLAIMS IN THE AGGREGATE INCLUDING WITHOUT LIMITATION BREACH OF CONTRACT 
BREACH OF WARRANTY NEGLIGENCE STRICT LIABILITY MISREPRESENTATION AND OTHER 
TORTS FURTHER NO CAUSE OF ACTION WHICH ACCRUED MORE 'HAN (NUMBER) > EARS 
PRIOR TO THE FILING OF A SUIT ALLEGING SUCH CAUSE OF ACTION MAY BE ASSERTED 

against flame it strategy madibeng local municipality and flame it strategy 

EXPRESSLY ACKNOWLEDGE AND AGREE 'HAT THE LIMITATIONS AND EXCLUSIONS CONTAINED 
HEREIN REPRESENT THE PARTIES' AGREEMENT AS TO THE ALLOCATION OF RISK BETWEEN 
THE PARTIES IN CONNECTION WITH FLAME IT STRATEGY'S OBLIGATIONS UNDER THIS 
AGREEMENT THE PAYMENTS PAYABLE TO FLAME IT STRATEGY IN CONNECTION HEREWITH 
REFLECT THIS ALLOCATION OF RISK AND THE EXCLUSION OF CONSEQUENTIAL DAMAGES IN 
THIS AGREEMENT 

5 ACCESS. TITLE AND INSURANCE 

A MADIBENG LOCAL MUNICIPALITY its agents, employees and contractors who. in FLAME IT 

STRATEGY'S discretion, do not pose a security n$k to FLAME IT STRATEGY personnel or property shall 
be permitted access to FLAME IT STRATEGY Locabon(s) listed m the Location and Equipment Summary 
to be accompanied at aH times by an FLAME IT STRATEGY escort, dunng normal business hours for the 
purpose of installing, operating maintaining repainng or removing the umt(s) of Equipment after giving a 
reasonable advance notice to FLAME IT STRATEGY, provided, however, that MADIBENG LOCAL 
MUNICIPALITY agrees to comply with FLAME IT STRATEGY'S secunty regulations and other local site p 
operating policies and procedures while on the FLAME IT STRATEGY Network Location for these e>pr 
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purposes A reasonable advance notce as referenced above shall be provided as follows (a) a minimum 
of no less than [NUMBER) calendar days notce for the purpose of installing prepanng or removing the 
Equipment (bi a minimum of [NUMBER) hours advance notce for routine preventive maintenance on the 
Equipment (c) as soon as possible for the reporting of a network malfunction causing loss of servce or a 
degraded operating condition m the Equipment 

B The Parties ag r ee that MADIBENG LOCAL MUNICIPALITY is making the Equipment available hereunder 
as a bailment and that title to the Equipment will remain * th MADIBENG LOCAL MUNICIPALITY or 
MADIBENG LOCAL MUNICIPALITY'S lessor and that FLAME IT STRATEGY shall have no nght title or 
interest therem eicept as expressly provided m this Agreement FLAME IT STRATEGY will not impose 
liens secunty interests or encumbrances on the Equipment 

C The Padies agree not to move the Equipment to any other location poor to the eipiraton of this Agreement 
without the other Party s poor wntten consent nor to make alterations in or affix attachments to the 
Equipment except that MADiBENG LOCAL MUNICIPALITY may make those alterations or affix 
attachments to the Equipment as necessary for MADIBENG LOCAL MUNICIPALITY’S networking 
requirements provided MADiBENG LOCAL MUNICIPALITY gives FlAME IT STRATEGY advance notce 
of no less than [NUMBER) days before making such changes to the Equipment and that FLAME IT 
STRA T EGY may relocate the Equipment to another FLAME IT STRATEGY Location for its convenience 
due to FLAME it STRATEGY'S networking requirements 

D In the event of such Equipment rekxaton for FlAME IT STRATEGY'S convenience FlAME iT 

STRATEGY agrees to pay a>i costs associated with the removal moving installation and demarcation of 
such equipment other than any direct or indirect costs of any kind or nature incurred by MADiBENG 
LOCAL MUNICIPALITY tor Its vendors or technoans whether employees or independent contractors' 
including without limitation t'avei and odging expenses if any. and salary or other payments for se*vces 
'endered MADiBENG LOCAL MUNICIPALITY understands that during such an Equipment 'ekxatoo 
MADI6ENG LOCAL MUNICIPALITY will experience a commjmcabons service outage w*~ e the 
Equipment is being relocated 

E Throughout the term of this Agreement MADiBENG LOCAL MUNICIPALITY shall obtain mamtanand 
pay for (i| ail nsk property insurance covenng the Equipment m) comprehenvve general lability including 
products and completed operations l ab- ty and broad form property damage i insurance covenng the 
Equipment and the contractual labd ty of MADiBENG LOCAL MUNICIPALITY under this Agreement in 
form and with insurers reasonably satisfactory to FLAME IT STRATEGY and with a minimum kmit of 
[R1000 000) per occurrence for personal m|ury bodily injury and property damage m) Worker s 
Compensation with statutory benefits (iv) Employees Liability with a minimum limit of [R50 000) per 
occurrence and iv) automobile liability insurance wth a minimum limit of [R100 000) per occurence for 
bodily injury and property damage All insurance polcies required to be maintained by MADIBENG LOCAL 
MUNICIPALITY under this Agreement shad be with insurance companies icensed to do business n the 
states where the Equipment « located reasonably satisfactory to FLAME IT STRATEGY, and shall name 
FLAME it STRATEGY as an additional msu r ed Certificates of such insurance (showing payment of 
current premiums thereon) shall be delivered to FLAME IT STRATEGY a minimum of (30) days pnor to 
Equipment delivery with renewals thereof delivered to FLAME IT STRATEGY a minimum of [NUMBER] 
days pnor to the eipiraton of any such pokes Each policy shall contain an agreement by the .nsurer that 
such policy shall not be canceled without (30) days pnor notice to FLAME IT STRATEGY 
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Certificates of insurance should be maned to 


Pretona 

15 Jacaranda Street 
Amandasig 
Pretona 018? 

South Afnca 

PO Box 60322 Karen Parx 0118 
Tel *27 12 549 6216 
Fax ♦27 12 549 6563 

6 CANCELLATION FOR CAUSE 

A In addition to any other nghts of termination specked herein either Party may terminate th.s Agreement 
upon [90] days pnor wntten notice to the other m the event of 

the others failure to pay any amounts due hereunder and not duly contested m good faith withm 
[90| days aler the receipt of the terminating Party s wntten notce of defaul concerning the same 
or 

The others failure to cure a matenai breach wthm [90) days aher -eceipl of the terminating Party s 
wntten notce of default concerning the s^ne 

The equipment shall be reposed and the agreement rendered invalid The amounts owed on the 
lease and the outstanding ease penod covered by the agreement shall then be brought forward 
with this cancellation and mones outstanding owed shall then be demanded m full 
'V The Chent MADIBENG LOCAL MUNICIPALITY shal then be liable for a ' additonal costs reused 
m such a cancellation 

7 NON-COMPETITION 

A By MADIBENG LOCAL MUNICIPALITY 

he MADIBENG LOCAL MUNICIPALITY covenants and agrees that 1 wk not direct’y of indirectly for the 
term of this Agreement and for a penod of two years following the termination of this Agreement 


Engage m continue n or cary on any business which competes with FlAME T STRA’EGy m 
plAME IT STRATEGY s Business .hereunder desenbedi or whch is substantially similar thereto 

offer employment to a person who is or was employed by FLAME IT STRATEGY dunng the then 
mmediate'y preceding [24) months or assist any other person or entity in offenng employment to a 
person who is or was employed by ’■LAME IT STRATEGY dunng the then immediately preceding 
(24) months without the pnor wntten consent of FLAME IT STRATEGY 

undertake any business with or sohot the business of any person, firm or company who shall have 
been a customer of FLAME IT STRATEGY and wth whom any executive of FLAME IT STRATEGY 
or their subordinates has deal wth dunng the then immed.ately preceding (24) months which ought 
adversely affect FLAME IT STRATEGY'S business relationship with such a customer, but only if 
such solicited business relates to FLAME IT STRATEGY’S Business 

(IV) Engage m any practice the purpose of which is to evade the provisions of th.s covenant not to 
compete 

(v) MADIBENG LOCAL MUNICIPALITY shall procure, source goods and services related to the overall 
ICT sector, within all its departments ONLY from FLAME IT STFtATEGY for the duration of this SLA 
contract, under the signed equipment contract tor the duration of this SLA and Equipment contract 
penod Should this be violated. MADIBENG LOCAL MUNICIPALITY agrees to reimburse FLAME 
IT STRATEGY with the same amount of the opportunity to business lost in this regard or revenue ^ 
and profits deemed lost because of such a violation m such a procurement exercise The 
equipment contract will be binding in this SLA contract period 
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B By FLAME IT STRATEGY 

Flame it STRATEGY covenants and agrees that it will not directly of indirectly «of the term of this 

agreement and tof a penod ol two years following the termination ol this Agreement 

(i) engage in continue m or carry on any business which competes with the MADiBENG U 'GAL 
MUNICIPALITY in the MADIBENG LOCAL MUNICIPALITY* Business or which is substantially 
similar thereto 

(h) consult with advise or assist m any way whether or not tor consideration, any corporation 

partnership firm or other business organization which is now or becomes a Competitor ol the 
MADiBENG LOCAL MUNICIPALITY if the pnncipal purpose of such consultation advice or 
assistance * to permit such corporation partnership firm or business organization to compete w th 
MADiBENG LOCAL MUNICIPALITY m the MADiBENG LOCAL MUNICIPALITY s Business 
including but not limited to advertising or othenwise endorsing the products of any Competitor of 
the MADiBENG LOCAL MUNICIPALITY for such purpose sotatmg customers or otherwise 
serving as an intermediary for any such Competitor of the MADIBENG LOCAL MUNICIPAL Y for 
such purpose losing money or ^ndenng any other form of financial assistance to or engaging n 
any form of business transacton with any Competitor of the MADiBENG LOCAL MUN'CiPAi 
tor such purpose 

, M) offer employment to a person Who IS or was employed by the MADiBENG LOCAL MUNiClPAi ’ y 
dunng the then immediately preceding [24] months or assist any other person or entity m oftenng 
employment to a person who rs or was employed by the MADIBENG LOCAL MUN'CiPAL 1 
dunng the then immediately preceding [24] months without the poor written consent of the 
MADIBENG LOCAL MUNICIPALITY 

vi undertake any business with or soled the business of any person firm or company who sha«i have 
been a customer of the MADiBENG LOCAL MUNICIPALITY and with whom any eiecufve of the 
MADiBENG LOCAL MUNICIPALITY or their subordinates has dead with dunng the then 
immediately preceding [24] months when rr*ghi adve^'y a*ect the MADIBENG LOCAL 
MUNICIPALITY s business relationship with such customer but only if such soteded business 
relates to the MADIBENG LOCAL MUNiCiPALiTYs Business or 

vi Engage m any practice the purpose of wh*h « to e.ade the provisions of this covenant not to 
compete 


8 NOT A LEASE OR LICENSE 

MADIBENG LOCAL MUNICIPALITY understands and agrees that this Ag'eement is not intended to and sna I not 
be deemed to grant MADIBENG LOCAL MUNICIPALITY any property nghts m any of the FLAME IT STRATEGY 
Network Locations) listed m the Location and Equipment Summary 

9 INDEPENDENT CONTRACTOR RELATIONSHIP 

It is acknowledged and agreed that FLAME IT STRATEGYs relationship with the MADIBENG LOCAL 
MUNICIPALITY is at all times hereunder an independent contractor The MADIBENG LOCAL MUNICIPALITY 
shall have no authority over FLAME IT STRATEGY s internal business affairs and decisions FLAME IT 
STRATEGY shall have no authonty to act on behalf of or legally bind the MADIBENG LOCAL MUNICIPALITY 
and FLAME IT STRATEGY shall not hold itself out as having any such authonty This Agreement shall not be 
construed as creating a partnership or joint venture 


10 general 


A This Agreement sets forth the entire understanding between the Partes * th regard to the subject matter 
hereof and supersedes any pnor discussions or representations between them with respect thereto All 
amendments to this Agreement shad be in writing and signed by both Paries 

0 Neither Party may use the name, trademark service mark or Logo of the other Party m any adverting 
news releases or m any other manner without the w^tten consent of such Party 

C MADIBENG LOCAL MUNICIPALITY may not assign th>s Agreement or any of its nghts hereunder without 
written consent by FLAME IT STRATEGY wh<h shall not be unreasonably withheld 

D All Equipment provided for FLAME IT STRATEGY by MADIBENG LOCAL MUNICIPALITY hereunder for 
use m connecton with clAME IT STRATEGY'S communcatons se'vces sha# be deemed to be 
•MADIBENG LOCAL MUNICIPALITY Provided Terminal Equipment* wt* n the meaning of FLAME 
STRATEGVS Tariff 

E "he 'eievant nghts and obligations of the pan*s shall survive the termmaton of this Agreement 

F Ail notces requests demands or communications required or permitted hereunder sha* be in wr ng 
de /e'ed personal y or by tee > teeg'am Flame T STRA"EGY Ma'i orcert*ed registered or eipress 
mart at the respect ve addresses set forth becw ior at such other add'esses as shall be grven m wnt.ng by 
either Party to the other i AJi notices requests demands or communcatons shall be deemed e"ec* *e 
upon personal de .ery or on the calendar day *oiiowng the date of the teei teieg'am or FLAME 
STRATEGY Man or when 'ece ved if sent by registered ced^ed or eipress mail 

If it is to C LAME T STRATEGY 


Pretcma 

15 Jacaranda St f eet 
Amandasig 
Pretona 0182 
South Africa 

POBOX 60322 Karen Park 3118 
Tel *27 1 2 549 6216 

Fa* *27 12 549 6563 


If 1 s to MADIBENG LOCAL MUNICIPALITY 

Madibeng Local Municipality 

Van Vcldcn Street 

Brits 

0250 

South Africa 

P.O.Box 106 

Brits 

0250 

South Africa 

Phone: (012) 318 9100 
Fax: (012) 318 9203 

£ us tomerc a r etur n a d i ben q.q ov. za 
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11 GOVERNING LAW 

This Agreement and any dispute ansing from the relationship between the partes to this Agreement shall 
be governed by the law of the [REPUBLIC OF SOUTH AFRICA) under the jurisdiction of the (GAUTENG 
PROVINCE) eiduding any laws that drect the application of another junsdctfon s laws 



12 ATTORNEY PROVISIONING FEES 

In any litigation arbitration or other proceeding by which one party either seeks to enforce its nghts under 
th* Agreement (whether m contract tort or both) or seeks a declaration of any nghts or obligations under 
this Agreement the prevailing party shall be a wanted is reasonable attorney tees and costs and eipenses 
incurred 

13 COMMENCEMENT DATE AND DURATION OF MAINTENANCE SERVICE LEVEL AGREEMENT 


This Service level Agreement shall be binding and deemed effective when e>ec jted by both partes #ho 
have been mandated and authorised to sign this agreement on each signature session from each party 
whose signature is prowled for on the sqnature pages hereof foe 'Elective Date*) 

Commencement Date: OVOI'2015 

Termination Date: 0V017018 

Agreement Period: 36 months 


And shall be renewed for an additional 2 years after that, should the services provided by FLAME IT 
STRATEGY be deemed necessary and essential by MADiBENG at that stage 


1 

a 

1 

a 

a 

a 

a 

a 


ON BEHALF OF MADIBENG LOCAL MUNCIPAUTY 


feUt jcy> j 

i Name & Surname) 


(Signature) 

i'v ]/ yt* 

(Witness (01) 

1,1 ,.i u , 

(Address) 

Dated (JL 1^ 1 20 I ^ 


ON BEHALF OF FlAME it 

strategy^ . 

(Ny n^ Surname) 


(Signature) 


(Witness (01) ^ ; 

I s J cJtc.4 cav >nf v 

Addressi 

sted J ^ | 0 1 I 20 [y 
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EXHIBIT A (1) 

SITES LOCATION AND EQUIPMENT SUMMARY 
Existing Network infrastructure rollout 
As attached 


EXHIBIT A (2) 

SITES LOCATION AND EQUIPMENT SUMMARY 
As attached 


EXHIBIT A (3) 

SITES LOCATION AND EQUIPMENT SUMMARY 
Existing Network infrastructure rollout 
As attached 


EXHIBIT A (4) 

SITES LOCATION AND EQUIPMENT SUMMARY 


Existing Network infrastructure rollout 
As attached 


EXHIBIT A (5) 

SITES LOCATION AND EQUIPMENT SUMMARY 


Existing Network infrastructure rollout 
As attached 


EXHIBIT A (6) 
PRICING STRUCTURE 
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SITES LOCATION AND EQUIPMENT SUMMARY 


LAPTOPS 


LAPTOPS 

Poor Condition 

20 

Good Condition 

36 

Replaced t>» instance 

6 


| 

Reponeo 

6 

Fynctiona; 

*1 

Total 




Desktops 


Desktop ] 

Poo* Condi Don 

2 

Goooconoewn 

21 

Aepi*ed t>Y *nw«nte 


7 

^UfKT'On#' 

20 
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EXHIBIT A (7) 

SITES LOCATION AND EQUIPMENT SUMMARY 


Desktop rollout 


At attached 


EXHIBIT A (8) 

SITES LOCATION AND EQUIPMENT SUMMARY 
Servers & Storage Rollout 

1.1 List of servers 

As attached 

1.2 Servers Warranty Status 

As attached 

2 SAN 

2.1 Sub storage System 

As attached 

3.2 Warranty 

As attached 


3 


3 
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EXH B T 6[1] 
STATEMENT OF WORK 


1 

a 

a 

a 

a 

a 


FLAME IT STRATEGY RESPONSIBILITIES 


FLAME IT STRATEGY agrees to 


A Furnish and install as part of the Site Preparation such equipment rack(s) sqnal cabling demarcation 
panels) AC power and DC power as requested by the Client to support the installation ot the Equipment at 
the MADlBENG head offce and regional srtestsi specified o Exhibit A 
B Upon completon of Site Preparation pertorm testing as FlAME iT STRATEGY deems appropnate to venfy 
proper operation o< FlAME IT STRATEGY provided sqnai cabling associated demarcation paneKsi and AC 
power and DC power at the MADlBENG head otfce and regcnal sitesiS) specified m Exhibit A 
C Provide a helpdesk or central telephone number of the FLAME IT STRATEGY Network Management Center 
MNMCi to be used by Chent to report all troubles schedule routine maintenance visits request First Level 
Maintenance and to r equest FlAME IT STRATEGY technical support should the MADlBENG head office 
and regonal sites be unmanned at time of MADlBENG Local Muncipaiity s request 
D FlAME IT STRATEGY will perform 'First Level Maintenance' on the Equipment only at the directon of 
MADlBENG Local Muncipaiity or its desqnafed vendor at the MADlBENG head office and 'egcmal sites. s. 
specihed m Exhibit A clAME iT STRATEGY will perform 'First Level Maintenance’ on the Equipment is 
denned as follows 


a At the direction of the MADlBENG Local Municipality or its designated vendor 'eport any visual 
or audio aiarms on the Equipment at the MADlBENG head office and regional sites. Si 
specked m Exhibit A 

b At the direction of the MADlBENG Local Muncipaiity or its designated vendor 'ebootog and or 
restarting the Equipment at the MADlBENG head office and regional sites S) spee ded n 
Eihib<t A by pressing of 'eadi'y access. b*e buttons or switches 

c At the directon of the MADlBENG t ocal Muncipaiity or its designated vendor replace 
Equipment modules and or cards with another onsite at MADlBENG Local Muncipa. ty 
provided spare modules and or cards a'e available at the MADlBENG head offce and regcnal 
sitesisi specified m Exhibit A 


E Onsite techncians to order and maintain routine and emergency maintenance on MADlBENG s ICT 
equipment provide services up to the demarcaton point located m the Equipment locations at the 
MADlBENG head offce and regonal sites. s) specified in Exhibit A 

F Provide the necessary facilities to provide MADlBENG Local Muncipal'ty with the proper transmisson 
quality as stated m the FLAME IT STRATEGY Tanff and or other agreements by and between the Parties at 
the MADlBENG head offce and regonal sites(s) specified in Exhibit A 

G Install, cable, power up. repair and test Equipment dunng such hours as determined by the Site Manager of 
the MADlBENG head office and 'egonal sites(s) specified in Exhibit A to determine proper operating 
performance, and ensure that the Equipment provides the proper transmisson quality to MADlBENG 


Provide routine preventive and emergency maintenance for the Equipment at the MADlBENG head offce 
and r egonal sites(s) specified in Exhibit A 

Provide overall network management and monitonng of the Equipment at the MADlBENG head office and 
regonal sites(s) specified m Exhibit A 
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EXHIBIT B (2) 
STATEMENT OF WORK 



PlAMt ft tTKAtfGT 


Presents 


’*'• Onsite technical sendees scope of wo* document 
For services to be 

Rende'ed under this Seance Level Agreement 


r or 


SERVICE LEVEL AGREEMENT NUMBER MLM - IT - 03 - 2015/A2015 



Client: 


MADiBENG LOCAL Municipality 


(Hereinafter referred to as the Client ') 

Executive summary 

ZcZZZ'Z an 0verv,ew 0< ^ ^ of Wortl ,0f Sew** Level Agreement Contract that FLAME 

IT S RATEGY enters .nto -nth MADIBENG Local Municipality based on me Service level agreement whch s 
herewith signed Th« report seeks to highlight the challenges that the overa I ICT space at f.tADlBENG 'aces n 
20 5 its mpact on the overall business operations the cost analysis thereof and the human capital investment 
t an o t the m t.gat.on factors, the nsks and the project det-verabies to mitigate the foresarf nsk withm this 
’ .. *enged and shod staffed environment and how we intend to correct and alleviate all that m this service level 
agreement via this drawn up scope of work document for actons on the ground 

The SLA will unve.1 the chartered road map we propose to be followed from here on the phased approach 
project methodology we intend to follow as we take over a site with challenges from human resources lack of 
proper skills to meet the technological skills demands financial and budgetary constraints as well as the 
depleting job satisfaction levels and sue preparedness wrthm the overall ICT sector of MADIBENG to meet these 
challenges and exceed on the expectations from the organization and business 


J 
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As we tackle this environment it is very cntcal tor us to have a *ormxJab<e plan of acton to deal w th the 
challenges we would *md as we embark on this contract This report deals >n deta I wth the issues of our 
planning our operational and site planning and budget process issues of project management and the projects 
we seek to finish and by when including the partners we have identified >n order to partner wth for a seamless 
and meaningful del' very of these projects 

FlAVE IT STRATEGY has partnered wth mdjstry leaders to form a formidable offering that i$ ate to of*er 
MADiBESG ocai Muncipa 1 ty se^ices and products at levels unsurpassed in our respective *>eid of 
specialisation 


Our partner irst consists of 


HP This -s an iCT industry technology leader globally They w I assst m ai the procurement of me entire 
hardware platforms e g computers Servers and so on 

Compu Cable Projects T hese are regonaf leader n the 'CT cabnng and cab*e projects They* bemvo»ved 
,n the repairs of netwohi connections and ste hnkage and cable management 

Duibury a'e .ndustry eade's m the ICT networking space gioba*y wm w'e^ss technology mat a'e 

jnsj'passed today 

ACT Training r hese a'e “egonai leaders n the CT tram.ng and development space The-r neip is much sought 
a*ter m this changing industry whe*e technotogcal improvements and jpg r ades are a darfy phenomenon ,Ve w N 
use them to tranmg me MADlBENG ocai Munc»paliTy s 'CT personnel as and when ■eqj 'ed wm n our contact 
penod 

Intel These are ndusby eade's m me CT technology space wm a nche market m me ch'pset and processor 
development T hese a'e me very same processors and chips mat hits our market and a'e uti’rsed n vanous 
technoiogcal developments and mani/actunng of end products w*ch we *nd n VADiBESG ocai mjncipa ty 
such as pcs notebooks and servers 


FLAME IT STRATEGY i .stems integrators 'CT auditors and practical solutions recommended and reseftad 
FiAVE IT STRATEG> soiuton is based predominantly on ,ast experience that we have gamed *'om providing 
pcs notebooks and Server Infrastructure to the pubi-c sector with the proven capat ty o^e-ed by our "tegra’ed 
speoa ised bus ness units 

Our overall partner consists of: 

v HP • The industry g ant tor a I your back end systems ail the way *0 you servers desktops pnrters and 
backup software 

y Uc'osoft - Softwa'e Vendor for Applcatons and operating systems p'esent or to be used wthm your 
environment 

y Axiz .VorkGroup - Our prefemed hardware and software Supp er shojd t be necessary to jpg f ade 
your existing hardware and software appicatons 

y Intel - The leading chip manufacturer used by the industry leading manufacturers The>r knowedge >s 
unsurpassed 

y Symantec - The industry leader m the data management secunty and preventative measures m the 
world of intrusion. auditing and high availability of secure systems and disaster recovery solutions 

y v Mware - Virtualization master the technology to adopt if you are going places 

y CISCO - the industry giant in the networking space 
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Our Approach to this SLA 

Having studies and aud ted foe current ICT space wifoin UADI8ENG Local Muncipai ty we have divided the 
task at hand as follows 

a Stabilize the environment Expected Completion Period (from OS 0 1 2015 01 03 2015 

i This « taking the environment from the ICU state correcting all the mistakes ol the 
past sorting out legacy systems and putting out ail f res as well as making sure that 
the fire causers are deal wth This will form part of the server room environmental 
assessment plan such as 

ii Remstanation of power modules there a fof of loose power cables on the floor "here 
is an urgent need for cable management 

mi Repamng and connecting UPS to the senders network and SAN infrastructure At the 

moment when there >s a power 'a 'u r e an the equipment is the server room swiches 
off This s dangerous because sudden OSS of power to the equipment may lead to 
hardware ’azures and software crashes We would prefer to be safer than somy by 
preventing these ocrfents 

v Repamng of the air condition system The best performing equ pmeni ts the coo*est 
ones A proper cool mg system s 'equ/ed * the server room This s why equipment 
the se r ver room has hardware 'azures 

v Cable management on an foe racks T here s hjge problem wth foe cables n foe 

server room .Ve have no <lea wh<h cable is connected whe^e This makes 1 
e«treme'y difficult to troubleshoot 

«n Replacement of foe fire suppressmn system The fi^ suppresscn system is not 
working and pcxsonous A new system must be installed so that when there is a * r e 
m foe server mom foe ' 'e can be stopped ajtomatcai'y wifoout pjttmg any life n 
danger 

vii Server room clean up Them are a lot of equipment bo»es 'ymg around foe server 
room A server mom is a mom to *eep organisation iT equipment sa*e and secum 
It S S not a storeroom 

viti installation of foe remote environmental system Netbotz i Remote environmental 
system assists m foe notrfcatoon of what s happening m foe server room When foe 
temperature o< foe server room goes above foe threshold a notification w i be sent to 
foe relevant people When foem s a security breach foe cameras m foe r acks can 
assist in finding foe cuiprts 

b Enhance the environment • Expected Completion Period (from 01 012015 - 01 0’ 2015 
This is now a stage where we consolidate our technologies such as license our 
software environment redesign our WAN ^AN 

n Rack the se r vers into the server r ack sod out the power ne issues PDU issues 
•escale the UPS 

m Install applications software as per best practise standards check and enhance 
security such as frewail nstaiaton and configuration anti, ms re configuration 
storage re configuration backups and Mcrosoft operating systems standardization 

Maintain the environment Expected Completion Period (from 0103 2015 ■ 01 '07/2015 
i This is when ail fires have been put out and the environment enhanced At this stage 
the best of breed technologies would then be introduced to maintain a clean 
environment towards writing an IT strategy as well as business continuity plans At 
this stage all the application intensive services would then commence such as Active 
directory systems centre, virtualization and so on This >s now a stage where the 
SLA is running smoothly, without daily fires At this stage projects such as server 
room refresh and pcs refresh would be looked at 

d Writing up of policies and procedures • Expected Completion Period (from 01 07 /2015 y 
15/12/2015 - — — 

, _) i 
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Th* woud be kx the entire ICT environment paying particular attention to the deployed 
technologies MADIBENG Local Municipality currently has a number of severs ’hey are a 
mi iture ol diWerent vendors onsite there s HP Detl and Sun Microsystems The Sun 
Microsystem 'S the Venus server (Financial System), it s currently running Una operating 
system The 'est of the servers are running Microsoft Windows 2003 operating systems 
The servers are currently out of war'anty and the TFT S not functon ng We recommend a 
server refresh project This * I assist in standardising the servers the avai ab : ty of SLA stock 
and the maintenance of the hardware By r eptacmg the senders vie wil be able to determine 
the 1 4 e cyc-e of the servers The new equipment ml ha*e the .vest technology anow»ng us to 
implement technologies like virtual saton 

SLA period and other projects Completion Period (from IS 03 2015 • onwards 

-ll the out of scope projects mil then fail m this phase T hey w l be njn n concj"ency wth the 

servce level agreement M the end ol the contract 


We view the entire Server Solution as per the below: 


At the centre of the soiutcn we have the Hardware Solution 

• '.jrated with the partcuiar Server Appkcabon at the endpomt 

• Each surToundmg shea of p« is a supporting process or servce mat leads to the success of the 
proposed notebook soijton 

• The entire notebook solution may be financed with a buyback option 

• The entire solution may also be outsourced along with high level cons ; • r • 


T he P«e Sices 

1.2 Analysis and Des^n 

• F LAME IT STRATEGY methodology beges with an c -depth investigation into the Environment 
Environmental Research) whe'e we investigate business needs existing equipment integration etc 

• The Environmental Research generaly leads to recommending, planning and executing a soiutcn 
FlAME IT STRATEGY aw ays take continual cognisance of the Municipal IT Arch tectu'e and Securty 
consderatcns w*' St performing these tasks 

• FI AME IT STRATEGY can perform m-depth TCO ~onsj •• g *o lo a more «r veana> 

the environment 

Due to our continuous engagements with government departments and Muncipa tes FlAME IT 
STRATEGY understands the pub c sector and local government well and therefore we are ab*e to support 
and integrate new technology nto the existing environment whilst providing a secure and economc growth 
path forward By investigating the specie business needs we are abie lo provide the solution according to 
government requirements 


FLAME it STRATEGY has also provided flexible solutions to integrate into the Seat Management Service 
(SMS) All the separate components that support the server soiutcn are fully portable to SMS 
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I 3 Imptementatton and integrator) (Technical) 

FLAME IT STRATEGY will deliver the highest quality Turn Key Server soluton by doing the 

following 

• FLAME IT STRATEGY will implement the entire soluton as per the planning and preparaton formed from 
the Environmental Research 

• We Strive tor total Integraton mto the enstmg environment whilst ensunng Business Continuity through 
professional planning and management 

• F ~’.'E IT STRATEGY Adhere to the international and Governmental Industry Standards 

• W* believe m continually dehvenng latest but not ’bleeding-edge' World Class leading products and 

• ire the highest level of pnce to- performance rat© 

• Providing products are manageable reliable and secure 

• Partnenng with vendors with whom we can provide and demonstrate quaMy solutons to meet business 
requirements 

1 4 Support and Maintenance 

. • T STRATEGY have mpiemented comprehensive systems to support the solution regionally before 

we see this as a replication of the formula we nave used before 

• A Maintenance Pl»t and Service Level Agreement «s offered with real nsk responsibility whch forms the 
basis of control 

1 . 5 Supporting Products and Services 

• A wide range of additional services and product s offered to support the server solution 

• "hese sendees range from Automated Asset Control through to E Procurement and M^ratcnSennces 

• 'his provides a Fie« b«e Technology Soluton 

1 b Logistics and Support 

. - LAME iT STRATEGY a.' e a -egonai geographeal coverage of partners that we work with As such their 

geographical spread will enhance our presence m these -egons 

• Through these partners we have regonal ©gates Centre s and maeitenance Centre s 

• Additional support is received from our established network of engineenng teams countrywide 


1 ? Disaster Recovery and Risk Management 

• FLAME IT STRATEGY also provides various ©vets of Disaster Recovery • Various Backup Systems a'e 
provided from small systems to large Storage Area Networks 

• Hosting Services have been provided as an opl©n 

. FLAME IT STRATEGY takes every precaution to mitigate possible risks 

• Security clearances and requests are adhered to as per standards 


I S Project Management (Change Management) 

FLAME IT STRATEGY is highly e*penenced with managing large-scale projects within the Public Sector and 


municipalities Success has been achieved by 
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• Implementing world class project methodologies 

• Intense management and communication on any cntical change management 

• Designing the solution to mitigate secunty risks 

• Proactively managing the potential slowdown m productivity that a large change initiative may cause 

• FLAME IT STRATEGY provide lull management and control throughout the product lile cycle 

• Involvement of the client with*) our Quality Assurance Processes to ensure performance and satisfaction of 
product and solution is maintained 

Financial and Commercial I Legal 

FLAME it strategy a'e confident that we have provided a compThens’ve Financial and Commercial 
proposition by 

• Offering the best possible prices for exceptional quality servces and products by virtue of Computer Ink 
And Media Solution s direct relationship with vendors and importers of the equipment 

• Adhenng to all Governmental conditions 

• Providing products and servces with the maximum South Afncan local cor ' 

• Demonstrabng the h^hest possible Mrodd-dass TCO solute^ 

• Being 100S accountable for the work performed 

• P'cwjmg technology that i$ certified to al legal requrements and 

• r t • . e warranted soluton where apphcatXe 

• Mamtarwng sufficed spares holding via reporting from our Helpdesk System and Maintenance S . 

• -ATEGY has vast experience* the commercial business and yr excellent track record 

People and Learning Summary 

FLAME T STRATEGY pndes itserf as having the best people in foe industry by means of 

• Ensunng Tight Resource Management 

• Implementing Key Performance Measurement Structures 

• Ensunng a measured skills and learning organisation across d according to the total 

National demography of South Afnca 

• Employing skilled personnel that are representative of our country s demography 

Black Economic Empowerment Summary 

• FLAME IT STRATEGY pnde themselves as being a True South African Company 

• »Ve do justice to South African demography 

• Ensure Mainstream business participation on all levels 

• Empower and fast track PDI s on all levels 

• Dnve the process from knowledge base to Decision Responsibility 

• Participate in Social upliftment and Community Projects 

• SMME development and Regional Development 
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SLA Deliverables are 


In this contract FLAME IT STRATEGY wiH be responsible tor the sendee level ag-eement on me toiiow ng 
platforms 

v' Servers Scenes & Network LAN) Management (same day response ’o break and fix servee) 

* He pdesk support (same day response servee) 
v Desktop computers (same day response service) 

*' notebooks (same day response servee) 

' SAN storage (same day response to break and fix servee) 

* Ups system (same day response to break and fix servee) 

✓ Training of staff n me IT department and imparting of sk s ( on go<ng bas ng, 
v' Gene'al overall maintenance of >CT tods gadgets and systems 

MADtBENG local Munepaiity has not developed me requ 'ed sk-iis m nouse to man tarn me supp-ed and 
nstaited systems update Therefore mey rely on the servees of a servee prowler The systems suppied are of 
me atest technology and ^ad f eqj 'ed me se r .ees of seasoned traned wei equ-pped personnel to *ook a*er 
them *mch MADiBENG does not have 

Our SLA Value proposition 

Flame T S’RATEQt would be effenng you the toliowing skills sets m onder to de> ver compete ve y on m>s 
protect 

• 1 1 Srte Manager - He wii be responstd* tor the d»fy management of me staff on sue from ClAME 
iT STRA t EGY *ie win be responsive *or me project schedules me*r start and compietcn «e * 
manage an ste issues and problems take decisions on how to r eso’ve each prodem *«e wii 
compile wee* y and month y reports and present mem to me Management and me S te C'O me w 
■eport to the CO and management «e will sit in me steenng committee meetings and prepare 
reports tor this committee 

■ 1 1 Systems Administrator - He win be responstote tor the daily maintenance and management of 

systems backups SAN and LAN ne w II imfc wth the softwa'e vendors and nteg r ate the Microsoft 
part of the serwee level component me w r e design me Active d'ectory structure mpiement 
Microsoft based projects and de ver mem to the s te manager 

• 4 x Techncians - They are the toot solders of the SLA They fight fires and respond to cans * • ey 
will be 'espons be for me da.'y running of me calls togged and the r 'esoution They w I atso assist 
n projects They will r eport to me site manager 

• lx Protect manager - She wil dnve all of the special projects that have been identified and signed 
off Her rote would be to make sure mat each project is de ; ve f ed on time and on budget She will 
manage the project finances manage the procu'ement of parts and project matenel She w i work 
hand in hand with the site manager and report to the Management and steenng committee 

• He* desk agents x 2 - ' r he$e are agents who man ,v d -a' age the helpdesk system that we rwl 
introduce They are our f rst line of contact from the user base facing vanous problems related to 
their system pcs or laptop They will question and qualify the call and classify it accordingly then 
assign a qualified eng neer to it They will follow up with the users who logged calls to verify call 
attendance and call status and then close the call They will generate the reports on weekly and 
monthly basis for the Site manager who will then compile a weekly and monthly report 
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Proposed technical Staff / on site Staff organogram 
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A breakdown of the proiects we will be involved with in this SLA 


Scope of Services Phase 01 

1 Server room environmental clean up will involve 

Infrastructure audit remote sites scoping and planning 
Electrical preventative maintenance 
Access floor cleaning and preventative maintenance 
Power and data cable physcal inspections 
Management of network cables 

F-ee standing and rack based power distnbuton equipment mstaiiaton 

Installation r epamng of water detection systems 

installation repamng of fire suppression and detecton equipment 

Instakation repamng of air conditioning systems 

instalatwn of row based coding systems 

Reconditioning of the UPS System 


2 Asset A jd't w I involve 


Bund and update a configuration management database 
Collate user and network account information 

Determine what software is being used on servers desmops and aptops 

Map the sctwa'e and hardware to a site and the user 

Determine the warranty status of hardwa'e deployed 

Assist in IT future planning requirement 

Ensuring that all software and licenses are legitimate 


3 Server Consolidation will involve 


Rack preparation (KVM and Power installation) 

Install servers into the racks 

Power cable management 

Network cable management 

Test network connectivity 

Apply updated system firmware 

Apply the correct naming convention on the KVM 

Reconfigunng the SAN and sizing up data storage 


4 Networking protects will involve 


Audit the current network infrastructure 
Test and repair all network points in the building 
Upgrade and Redesign network infrastructure 
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Remove ail unmanaged switches 
Install managed switches and configure them 
Configure VLANS with more subnets 
Upgrade the firmware on the switches 
Configure secunty on the switches 


5 Licencing project will include 


Check and venfy with vendor on the Licensing of the applications beow 

Microsoft Operating systems (Windows XP Windows 7 Windows server 2003 Windows 

server 2008) 

Microsoft office 2010 Office 2007 MS project MSViso 
Microsoft Forefront 

Microsoft Eichange 2003 and Exchange 2010 

Symantec Backup E «ec 

Symantec End Pomt Protection Anti-Virus 

VMWare 

3' Party Vendors i Munsoft VlP Wmlib Collaborator 

Storage software 

Firewall 


6 Anti-Vir'jS Clean-up will include 


Audi the environment for viruses 

Removal of addlonal antiviruses from servers and desktops 

Installation of antivirus softwa'e on the out dated anti- virus sotwa f e and machnes without 
anti virus 

installation of electronic update of anti virus patches 
Centralising virus management and update of patches r e*eased 


Scope of Services 


Phase 02 


7 Microsoft Active Directory building will involve 

• Rollout Windows 2008 Server to all identified servers 

- Implement Active Directory Domain Services 

• Implement a forest and domain infrastructure 
ConfigureFS MO Roles 

- Implement DNS Architecture 

• Implement DHCP 
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Implement a site infrastructure 

• Implement a Group Policy structure 

• Setup replication 

• Configure Remote Access 
Setup Key Management Service 


8 Microsoft Exchange 2013 will include 

• implement Exchange 2013 Architecture on ail identified servers 

• Configure Eichange 2013 Roles 
Configure Outlook Anywhere 
Configjre Anti Spam 

• Configjre Message and Rec.p«nt Pofcc*s 

• Configure Connectors 

Test fjnc toning of Active Directory authentication 
Test dont access 
T est 5 ichange functionality 
Configjre File and Pnnt services 

• Test c lie and Pnnt services 

Install a Microsoft Certificate Authonty 


9 Backup Solution project will involve 


Audit data volumes and type of data 

Design backup strategy 

Install backup device (Tape library) 

Install Symantec Backup exec 

Install back agents to all misson critical servers 

Configure backup )Obs 

Test backups 

Test restores 

Schedule media rotation 

Document the configuration 
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Create a backup methodology 
Arrange for tape otts'te storage 
Procurement of SAN storage tor Backup to disk 
Address of site backup archives 
Information life cycle management 
Disaster recovery process formation 


Scope of Services 


Phase 03 


Network enhancement tools and projects will include 


I 
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10 Installation accorOmj to me T568A Standards lor LAN cabling 

•no best oerto-ming r*tw» * me one mat Md Ote brel des*n We Mve notws mat me-e a-e 
dideront standards on me notaron rnttastructint Thete «maH»eolCA15 and A 6 
T«ans data IS tra«s.ng at dflereot soeods beheeei me smtcnos Sad annng can asoraH ’o 
•Rants' and G^ts' trvs .s newon. mows mat are too small or oserwed oacaws Ae «ood 

reconfigure and son this issue out as per best practices 
✓ UPS s should be installed for the critical devices at all sites Th* will prevent power surges 
damagog the switches and WAN devices it w# also to some degree protect the egu-pmen, aga*ist 

lightning We will discuss with the ckent and son <1 out 
. Rec onf f the Network infrastructure: to alow a new IP range tor the re 

v Procuring of additional switches for SLA stock. When switches fail we need to rep*ce re 
‘auity pans with the east amount of downtime Having stock available prevents having to wai or 
stock ’mm the supper when hardware fails We wni discuss th« with the dent and son 1 out with 

tfirs penod 

v Installation of network monitoring tools Network monitoring tods assist * troubeshootmg 
optimisation notification of security breach improvement of' network performance 
v Documentation of network infrastructure in order understand the netwo* impemented 

documentation is reduced 


11 


Systems Centre configuration manager project will involve 

■fcrosoft System Center 2013 .s a comprehensive management platform that enables you to more 
>asily and efficiently manage your IT environments, including your server nfrastructure and e 


devices 

With System Center 2013. you get the most cost effective and flexible platform for managing your 
traditional datacenters pnvate and public clouds and client computers and devices 


System Center 2013 .s the only unified management platform where you can manage multiple 
hypervisors, physical resources, and applications in a single offenng versus multiple fragmented 
point solutions delivered by competitors We will install and configure 
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12 Forefront Threat Management Gateway 'MG) MADIBENG munK ipu ty does not nave any 
secunty protecting them from eiternal threats There are no firewalls no proxy and no protection 
from maloous software Forefront Threat Management Gateway 2013 iTMG) ts a secure web 
gateway that provides comprehensive protection against web based threats by integrating muitip»e 
■ayers of protections into a unified easy to use solution Forefront TMG allows your employees 
to safely and productively use the Internet for business without worrying about malware and other 
threats 


The Forefront TMG solution includes two components 

• Forefront Threat Management Gateway 2013 Server Provides URL f 'tenng antima'ware 
inspection intrusion prevention application and netwodi layer firewall and HTTP HTTPS 
inspection m a single solution 

• Forefront Threat Management Gateway Web Protection Service: Provdes continuous 
updates for malware fittenng and access to doud based URL fiitenng technologies aggregated 
from multiple web security vendors to protect agamst the latest Web based threats 


13 Decommissioning of Assets Policy formation and Warranty status 

v' Please kindly 'e*er to our budgetary quotation whch lists ail assess w*-<h Pe«-ve should be 

changed and r epiaced as they have reached their end of life cycle This comes at an e«t f a cost as t s 
not SLA responsibility to r ep*ace This would be sourced under SLA bjt an mvoce wood be 'a sed ‘or 
each item changed 


14 Special Notes 


Please note 


✓ The deployment of ail these solutions that a'e in phase 03 woud be based on the procurement 
venfcation of the i tense numbers and serial numbers for each of the products being rolled out as a 
requi'ed solution Failure to confirm the product license numbers woud r esutt in an aborted installation 
and a failed project phase 

v This is the responsibility of the client to provide to us the r equ 'ed p'oduct keys that a r e venfied and 
confirmed 

15 Regional sites connectivity 

v' Developing a thin client solution for the connectivity of the users and shanng of resources with 
the mam sle or head office 

v' Conversion from manual systems to digital systems m these 'egonal pay points this will 
involve the office automation equipment sourcing and installation configurations testing and 
training 

v' Instant resolution through the email system which will be integrated with the mam email 
solution at head office 

»r Command and control program to the point of the users interface which will help with incident 


resolution, call escalation and a total speed up of case resolution 
s Cost savings on IP phones, no need to install telephone lines 



r sutori si ki n t i n n ir,*//u/w 
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